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Zama is a cryptography company
providing open source homomorphic
encryption solutions for blockchain

and AI.
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Agenda

Quick introduction to FHE
What FHE means for Blockchain
How the fhEVM works
Challenges and research avenues



Encrypted data E[x] is
sent to the server, who

cannot decrypt it

Encryptor encrypts data
x with its secret key

Encrypted response
E[f(x)] is sent to the client,

who can decrypt it

Fully
Homomorphic
Encryption
(FHE) enables 
processing
data blindly
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Evaluator computes f(E[x])
blindly, producing an

encrypted response E[f(x)].



E[x] + E[y] = E[x + y]

E[x] < E[y] = E[x < y]

More generally:
f(E[x], …, E[y]) = E[f(x, …, y)]

FHE enables
encrypted data
processingA
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Zama FHE performance
(Million FHE gates / $)

FHE smart contracts are doable today, with a
throughput of ~5 TPS. FHE hardware will enable
1,000+ tps at a fraction of the cost.

FHE is getting
exponentially faster



Onchain data is public by design, making
it hard to build dapps that require

confidentiality
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This leads to many privacy issues

Surveillance
Governments can

surveil you, even if you
use multiple addresses.

Theft
Criminals know what you

own, so they can easily
target you and steal your

crypto.

MEV
Bots can front-run you,

creating a hidden tax
on every transaction.
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E2E encryption of
transactions and state

Composability and
data availability

onchain

Doesn't break existing
dapps and state

Zama's fhEVM enables confidential
smart contracts using homomorphic

encryption
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Without compromising
transparency and usability
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Access Control
Contracts are free

to implement their own
access control logic.

Computation
Users can still know

what contracts are doing.

Composability
It is easy to mix data from

multiple users and
compose smart contracts.



Encrypted DIDs
Store identities onchain

and generate
attestations without ZK

Private Transfers
Keep balances and

amounts private,
without using mixers

Onchain Games
Hide cards and moves
until reveal (e.g. poker,

blackjack, ..)

Blind Auctions
Bid on items without

revealing the amount or
the winner

Tokenization
Manage and swap
tokenized assets

without other seeing it 

Confidential Voting
Prevents bribery and

blackmailing by keeping
votes private

Zama’s fhEVM unlocks new use cases
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Zama’s fhEVM: an overview



pk

Blockchain KMS

sk

pk share(sk)

PoS consensus MPC threshold

pk

pk

Everything is encrypted under
a single global FHE public key
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The global key is generated
securely using a threshold protocol

Threshold key generation share(sk)
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The inputs are simply encrypted
using the global public FHE key 

Certified ciphertext
E(x)

x

pk

pk

pk
pk
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Computation is done locally by validators
using homomorphic operations

Smart contract
execution

E(x)
E(y) E(z)

pk
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Values can be decrypted by
validators using a threshold protocol

Threshold decryption
E(x) x

share(sk)

share(sk)

share(sk)

share(sk)
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Values can also be re-encrypted to user
public key using a threshold protocol

E’(x)
pk’
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Threshold re-encryption
E(x)

share(sk)

share(sk)

share(sk)

share(sk)



Inside the fhEVM

Precompiled Smart
Contract

Certified Ciphertexts

Calls out to Zama’s FHE
library (TFHE-rs)

Prevent misuse by keeping
track of honestly obtained
ciphertexts
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github.com/zama-ai/fhevm



Programmable Privacy
All the logic for access
control of encrypted states
is defined by developers in
their smart contracts.

Simple DevX
Developers can use the euint
data types to mark which
part of their contracts should
be private.

Solidity Integration
fhEVM contracts are simple
solidity contracts that are
built using traditional solidity
toolchains.

Developers can write confidential smart
contracts without learning cryptography
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Challenges and research avenues



Technical challenges and research
avenues

Scaling Incentives

What would an optimistic or
validity FHE rollup look like?
What about hybrid rollups?

How to incentivize MPC
parties not to collude?
Can TEEs be used to
prevent collusion?
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arxiv.org/abs/2301.07041
ia.cr/2024/451

MEV

How does MEV look like
on an encrypted
blockchain?



Build FHE applications to tackle real-world privacy
challenges using Zama's suite of libraries

All info: https://github.com/zama-ai/bounty-and-grant-program
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Zama’s Bounty and Grant Program



Documentation

Documentation

Try the fhEVM
yourself today

Github

Documentation

White Paper
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Join us in making protecting privacy
easy.
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-> jobs.zama.ai

Zama is hiring



Thank you.



Get in touch
zama.ai

github.com/zama-ai

@zama_fhe
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@louis_tttt

https://www.zama.ai/
https://twitter.com/louis_tttt

